














THE SOLUTION:
IMOBILESITTER

iMobileSitter protects your secrets against hackers.
Available hacker tools or services are not
successful when applied to data protected by
iMobileSitter. Users have to remember only one
master password. If a hacker enters a wrong
combination as the master password, the
software reacts in the same manner as if the
trial had been successful. A hacker cannot
recognize whether the decrypted passwords
are correct or not. The software gives hackers
no feedback about the trial’s success. To decide
this, each decrypted password has to be
entered at the corresponding application.

This thwarts dictionary attacks.

The true secret owner immediately recognizes,
whether his input is correct or there had been
a typo. A small picture depicting a master

password dependent content helps him, but it
helps only the true owner since its content has
no general semantic for »right« and »wrongx.

iMobileSitter has been developed for the iPhone.



COMPLETING YOUR IDENTITY
MANAGEMENT WITH
iMOBILESITTER:
REDUCE YOUR RISK

secure!
easy!
usable!

... eliminates
weaknesses in
your identity
management!
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ABOUT US

iMobileSitter has been developed at the Fraunhofer
Institute for Secure Information Technology
(Fraunhofer SIT). Together with its two partner
organizations, the Technical University of Darmstadt
and the University of Applied Sciences Darmstadt,
Fraunhofer SIT operates CASED, the Center for
Advanced Security Research Darmstadt. CASED
is the biggest center for information security in
Germany; as such, it is also one of the biggest
centers for information security in Europe.

www.sit.fraunhofer.de
www.cased.de
www.imobilesitter.com

Download on the
' App Store




